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[1haTdpopmMa KOMMYHUKALIUA U
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K 2024 rony 6onee 80% opraHn3saumm B Mmpe
CTOJIKHYTCS C COBPEMEHHbLIMUN TPEOBOBAHUAMMU K

KOHPUOEHLUMASIBHOCTU U 3aLLUMNTE OAHHbIX.
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'no6anbHble aBapuu 06/1a4HLIX NPpOBaUAEpOB

[MpepbiBaHUA U YXYOLLEHUA KavYecTBa 061a4HbIX CEPBUCOB peryaspHsbl

“Kaxkaoe 4eTBepPTOE NMPEANPHATHE YKa3aA0, 9YTO OOHH Yac
IIPOCTOSI MOXKET CTOHTH HX hupmam or 1 m0o S
MHAAHOHOB JOAAAPOB 0e3 ydeTa CyAeOHBIX H3AEPKEK,
mrpadoB HAH NeHH.”

Microsoft Teams, ¢pespanb 2021 Microsoft Azure, Office 365, mapT 2021

AWS, pnekabpb 2021
Google Docs,12 anpensa 2021 OVHcloud, 13 okta6psa 2021 3 asapuu

Z=XTRAS Source: ITIC 5



O61beanHeHHble KOMMYHUMKaUMU U LM pOBbIe paboune
MecTta Zextras Carbonio

Zextras Carbonio - 3To coBpeMeHbIU
NO4YTOBbLIN ceEPBEP 151 COBMECTHOMU
paboTbl. OH obecne4ymBaeT
6e30nacHOCTb, MacLUTabUpyemMoCTb U
HE3aBUCUMOCTb AAHHbIX.
Pa3BepTbiBaeTCcs Ha COBCTBEHHbIX
cepBepax A8 opraHmsaunm undpoBbIX
paboymx MecT KaK asibTepHaTUBA
00.1a4HbIX CEPBUCOB.
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CAX30NIO

HbIU U YA,0OHDbIN

[TonyunTe BCce PyHKUUMN COBPEMEHHOU NAATHOPMbI
3/1IEKTPOHHOM NOYTbl 1 COBMECTHOM pPaboTbl, YTOObI

6u3Hec 6b11 3PPEKTUBHbBIM.

IX cepBepax

Bbl camu peluaeTe, rae pa3BepHyTb CBOIO
UHPPACTPYKTYPY, U COXpaHsieTe KOHTPOJ1b HaA,
NaHHbIMMW.

BETCTBUE
Bbl cobt0aaeTe 3aKOHbI 0 KOHOUAEHLMASIbHOCTH
NaHHbIX.



lNpeanpuaTua U rocyaapcTBeHHbIU CEKTOP: NpeuMyLLLecTBa

Iep>xnTe aaHHbIe Mo BalMM KOHTPOJ1EM

« CoBpeMeHHasa naaTtdpopma a1 NoBCeAHEBHbIX

3a/1a4, 3J1IEKTPOHHOM MOYTbl, COBMECTHOM lr
paboTbl, UCMOJIb30BaHMSA U PeAaKTUPOBaHUS I -

N OKYMEHTOB, BUEOKOHPpEPEHLUN,

MOOUIbHbIX MPUSTOXKEHUN. A
 100% 6e30nacHOCTb U KOHPUAEHLMNANIBHOCTDb l m =l |
P 71’ E;[‘ ‘

 CyBepeHMTEeT AaHHbIX

Z=XTAS



[MpoBanaepsi: npeMMyLLEeCcTBa

CoBpeMeHHasa nnatdopmMa ana pocta bmusHeca

 ['mbkKocTb M MaciTabupyemMocTb

AZanTupyeTcs K BalMM NMoTpebHocTaM bes

npeaBapuUTesIbHbIX NJIaTEXKEMN.

MynbTUTEHaHTHaA naaTdopmMma
[MpocToe aenernpoBaHue npas

AAMUNHNCTPATOPa C KOHTPOJ1EM KJ/IMEHTOB

Mogpaenb ¢ onnaToi Nno $paKTy UCNOJIb30BaHUA

be3 HayasibHbIX NAaTeEXXEN U C MOMEHTAa/1IbHbIM

MacLITabupoBaHMEM MPU HEOBXOAUMOCTU

 Mopaenb White label

Z=XTAS 9




O630p PyHKUUH

BupeokoHdepeHuus

[ ]
MHoro¢yHKLUMNOHa/bHbIN " l

BeO-KJ/INEeHT
MacwTtabupyemas cucrtema

paboTbl ¢ pannamm

MonHOPYHKLMOHANbHDBIN
MoyTtoBbiN CepBep

Pe3epBHoe Moppep>xka Exchange
KonupoBaHue U ActiveSync
BOCCTaHOBJIEHME B
peasibHOM BpeMeHU
PacwmpeHHoe ynpaBaeHue 3awmuLeHHas
XPaHUIULLLEM ayTeHTudmnKauus
AAMUHUCTPUpPOBaAHUE

U ponesas Moaesb Bbicokas AOCTYNHOCTb

Z=XTRAS 10
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Good morning d
weekend. weekend...

1:1 v rpynnosbie yaTbl

Good morr Good morning Karen, everything was fine, thank
you! you!

Co3paBanTe 4aTbl C MHOMMMUM YHaCTHMKAMU U
npuraawanTe BCEX y4aCTBOBaTb B 0OCYXKAEHMAX B rpyrnnax.

Are you busy r Are you busy right now? I'd like to introduce you

Mr Ward, the e Mr Ward, the engineer that will collaborate on

the project wit the project with your team. He just arrived here!
102

Yes of cou Yes of course! I'll meet you in your office in 10
minutes sc minutes so we can have a chat

4

10:27

BupTyasbHble neperoBopHblie U TeMaTU4YecKue KaHaslbl

bout the webir bout the webinar you told me, will it be on
Wednesday, rit Wednesday, right?

10:2

Co3naBanTe BUPTYasibHblE MEPErOBOPHbLIE N UCMOJIb3YUTE
3awuTy NX, YTOObI BalLM KOMaHAbl MOCTOSAHHO OblIM Ha cBA3U. K
NeperoBOpPHbIM MOAKIHOYAKTCA TEMAaTUYECKME KaHalbl -

KOpnopaTueHbie NyyllMe MecTa A1 MO3roBOro WTypMa 1 cbopa Bcex
KOMMYHUKaLUuun nosiesHbIX Naemn.

Yes, that's right 7 10:27

0Ok, thank you. Ok, thank you. | wasn't sure about it! Do | need
to sign up for 1 to sign up for the webinar or not?

Don't worr Don’t worry Karen, I'll do it for you!

Z=XTAS L




lMeperoBsopHbie

BuaeokoHpepeHUUU KoMMyHUKaLUMM Ha
HOBOM YpPOBHeE

Koraa sneKTpoHHOM NoYTbl M HaTOB HEAO0CTAaTOYHO,
cobepute BuacoKoHpepeHumto. brarogaps
MacwTabmupyemomy BugeocepBepy Carbonio BaM He HY>KHO
6ecnoKonTbCca 0 NpobsieMax CBA3M.

3an oxuaaHma

MO,EI,epaTODbI BbI6Mpa}OT, KTO MOXXET y4aCTBOBaTb BO
BCTpeye, 4epe3 CriMCokK 3arpocoB NO/1Ib30BaTE/IEN B KOMHATe
OXXNOaHUA.

BHewuHue nonb3oBaTenu

Ha BcTpeun MoryT 6bITb NpUriaLlleHbl BHELLHME
NO/Ib30BaTE/IN, Y KOTOPbIX HET Y4ETHOM 3anucun B
MHPpacTpyKType. OHM noayyaT npuraalieHme no
3/IEKTPOHHOM MNoYTe.

Z=XTAS 13




3ddekTnBHO ynpasnsu painnamm Y|'| paB]]eHMe d)aﬁ]]aMM

cazzono IZE * [lepcoHanbHbIM BUPTYaNbHbIN ANUCK ON8 YNPaBAEHUS,
. . V.8 Pt il NPOCMOTPA, 3arpy3Kn U cKavymBaHms Baimnx Gpanios.

® (@ DRIVEHOME ﬁ P‘:‘“"““SB’“ :

] « Shared with me 4 Picture 2 - Flagged o

. ) "~ * YnpaBseHune BepcuamMmn ¢anioB: HE HY>KHO OTC/1IEXKUBATb
S -y oo M3IMEHEeHUH.

@

Picture 4 - sWm
Y Filters v JPG 300MB

* JIn4yHbie n obwme nanku. BHyTpeHHUIN 1 BHELWHUM 0O6MeH

dannamu.
— « Be3onacHbIli 06MeH AN 3aLUMTbl JOKYMEHTOB NaposieM nepeg,
e MX OTNPaBKOMN.
& o swen « CoxpaHsiiTe BNOXKeHUs NPSMO U3 COOBLLEHWNS 3/IEKTPOHHOM

NoYTbl B CBOU dansibl.

Z=XTAS




CoBMecTHas paboTa

«  ®YHKLMUU COBMECTHOIO peaKTUPOBaHUSA B
MHOIOHO40BbIX KJ/1aCTepax AJid UISMEHEHUNA BaLLUNX
NOKYMEHTOB B PeXXMMe peasibHOro BpEMEHMU.

« Co3paBaliTe AOKYMEHTbI, TabauLLbI,

npe3eHTaLMM B CTaHapTHbIX dopMaTax, B T.u.
Microsoft Office.

» besonacHbIi NpeaBapUTe/IbHbINA MPOCMOTP B
NecoYyHuLEe AN BAOXKEHUN 3/IEKTPOHHOM MOYThbl.

» Jlerko npukpenasuTe AOKYMEHTbI npsmo u3
BaLlero BUPTYyasIbHOro AUCKa.

Z=XTAS
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B oagHOM MHTepdeice 6e3 nepeKkto4YeHnn Mexxay

Liudposoe pabouee Mecto

PaboTaTb BMecTe yaa/1eEHHO - 3TO NPOCTO

DNEKTPOHHAasA No4Ta
KoprnopaTuBHbIN MecceHaKep
YaTbl, rpynnbl U NeperoBopHbIE
BuageokoHdepeHUUU
BupTyanbHbIn ANUCK

CoBMeCTHOEe peakTUpPOBaHME JOKYMEHTOB

NMPUIO0XKEHUAMU

Z=XTAS
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NHdopMaumoHHas 6e30nacHOCTDb

3aWwmTUTE CBOU AaHHble B COOTBETCTBUU € TpeboBaHmnamm Vb

* AHTUBMPYC, aHTUCMAM

* 3awmuleHHoe noakatoveHue no SSL/TLS

:I: - SAML
* * * * * * JiByxdaKkTopHas ayTeHTUDUKALUS

QR Koa 4N MOBUMNbHbBIX MPUNOXKEHUN

« Zextras Auth ansa ynpaBsieHUs BCeEMU BUOaAMU

ayTEHTUDUKALMN N aBTOPU3aLUEN CYXKD

Z=XTAS 17




BbicOKasi AOCTYNHOCTDb

Bcerpa B pa6boTe!

« BbiCcOKas 4OCTYNHOCTb NPUJIOXKEHUSA

« ABTOMaTUYECKOE NepeKsIIYEHME NPU OTKa3e
« Active/Active knactep

« JleTasNbHbI KOHTPOJIb MO MO/1b30BaTENAM

« Heartbeat c aBTonepekntoyeHmnem

* [lopaeprkka HECKOJIbKUX KOMUMH

« [eorpadpuyeckoe pacnpegeseHme

Z=XTAS



PaclumpeHHoe ynpasJsieHue XpaHU/iuLeM

CskoHOMbTE XpaHunuiie n ysenmdste ROI

* Wepapxnyeckoe ynpaBaeHue XpaHUInLamm

* [lopgnep>kka 06BEKTHbLIX M 061a4HbIX XPaHUNLL,
Amazon S3, Yandex.Cloud n OpenStack SWIFT

« KoMnpeccusa n aeaynamkaums ¢ skoHommen ao 50%

 AKTUBHOE U TMOKOE n3MeHeHne KOHbUrypaLrmm

XPaHWUINLLA

Z=XTAS



Pe3sepBHOe KONMMpoBaHUe U BOCCTAaHOBJIEHME B peaJibHOM BpeMeHMU

Jly4qimim n camMbin NpocTon cnocob caenaTtb pe3epBHYHO KOMUIO BalLMX AaHHbIX

* Pe3epBuposaHue B peasibHoM BpeMeHun co 100%
BOCCTaHOBJ/IEHMEM OaHHbIX ’ ’
 BHellHee pe3epBmMpoBaHue

e JKOHOMMUSA XpaHmnumwa Ao 50% 3a cyeT KoMNpeccuu

f f

 KaTacTtpodoycToM4MBOCTb

e [1aTb BWOOB BOCCTAHOB/IEHUSA, OT OZHOIO 3/1IEMEHTA
N0 BCeEN MHPPACTPYKTYpPbI

* [lopgnep>kka S3 xpaHnAuLy,

« HacTpanBaemMas npoBepKa KOHCTUCTEHTHOCTU UU
nospexkaeHmns ¢anios

Z=XTAS



MyanbTHapeHaHas apXUTeKTypa

IenernpoBaHne aAMMHUCTPUPOBAHMNSA TEHAHTAMMU

« [IpocToe geTasibHOE ynpaBsieHUe NpaBaMm A
aJMUHUCTPATOPOB NAaTPOPMBbI.

* Bbibepute, CKOIbKO aAMUHUCTPATOPOB
HeobxoaAMMO AN MNoAOEPIKKN.

* [lpn HEOOXOANMMOCTU YBENNYMBANTE NN
yMeHbLUAUTEe KOJZIMYECTBO aAMUHNCTPATOPOB.

 HasHaybTe oTAeNbHbIE MPaBa KaXKaoMy
aJMUHUCTPATOPY B COOTBETCTBUU C UX KOHKPETHOM
POJIbIO.

 KOHTpOAMpyuTe AeNUCTBUSA aAMUHUCTPATOPOB
TEHAHTOB




Co6cTBeHHble MOGUJIbHBIE NPUJIOXKEHUS
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ActiveSync

Mob6usibHass CMHXpOHU3aLLMA

Balun gaHHble Bcerga rnoj pykon,

CUHXPOHU3NPYHOTCSA CO CMapTHOHOM C CI/IHXpOHl‘I3aIJ.V|5| c Outlook

NOMOLLbIHO COBCTBEHHbIX MPUIOXKEHUIN ONS

ycrpoiicts Android 1 iOS, CUMHXPOHU3UPYUTE CBOIO BEO-NOUTY C

Outlook nns Windows v noyToBbIM

. . MPUIOXKEeHUEM 0e3 KOHHEKTOPOB
Mobile Device Management g g

MDM nosblwaeT 6e30nacHOCTb U
ynpasaseT QYyHKUMAMU MOOUIbHbIX

YCTPOMCTB: KaMepa, KapTa NnaMsaTu 1 ap.

23

Z=XTAS




NHTerpauusa u KacroMmmsauus

Bo3MoykHa nHTerpauus naatopmbl

c 1obbiMn IC , B ToM uncne SIEM, /\"\
UEBA, DLP ansg nonHoro KoHTpoas #CIOUdMTS
KOMMYHMKAaLLMM nepcoHana
6narogaps oTKpbiToMy Koay mn API

\\\\\\\\\\\

bpeHaupoBaHue cTpaHULbl
ayTeHTudMKaumm Auth n Beb-
KJIMEHTA

HOBOE COOBLLEHWE v - - Lod =) w

v Nankn novite o] p) = ) & o B

& Bxogsuwme ) user] test!

White label pns npoBanaepos,
Pa3paboOTYNKOB U UHTETPaTOpPOB

<¢ OrnpasneHo
£ YepHosukn
Q Cnam

] KopsuHa
Mpodwunu noucka

Merku o]




JivueHsupoBaHue

[TpocTOE AnueH3npoBaHme no
OYHKLUMAM M NOYTOBbLIM SLLMKAM

B 6a30BO MLEH3MM TOJILKO NMoYTa C
KaJieHOAapeM N KOHTaKTaMm

Bbl AMueH3npyeTe TOIbKO Te
PYHKLMNN, KOTOPbIE BaM HY>KHbl

2TO AenaeTt nMLEH3NPOBaAHUE
MOKMUM M COKpaLLAET pacxobl

Z=XTRAS




Zextras KakK cepsuc B Poccum

IocTynHo Be3e 1 ¢ 1toObIX YCTPOMCTB /\\
Yno6Ho ana UT- agMUHUCTPaTOPOB N KOHEYHbIX #CIOUCI MTS
NnoJsib3oBaTeNEN

I1aHHblEe KIMEHTOB XpPaHATCA M 06pabaTbiBatoTCa B Poccuum
BesonacHo (cooTBeTcTBUE 152-D3) H

Bce caMoe Hy»KHOoe: KoprnopaTMBHas NoYTa, KaJsieHaapb, ‘ ) | AN C |_OU D

KOHTaKTbl, MECCEHAXKED, BUAEOYAT, paboTa C
NOKYMEHTaMM — B 0AHOM UHTepdeunce.

HapexxkHo: o61a4Has nnatdopmMa B pOCCMUCKOM aaTa- Z=XTRAS
ueHTpe yposHs Tier |l

[Mopnep>kka Ha pyCCKOM £3bIKe Cepeuchuit napriép
finpekc 06nako

[MTpoTecTmnpoBaHo B AHaekc.Ob6.naKo.

Z=XTAS 26
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C Zextras KJIMeHTbl CMOrYT:

CyLLLecTBEHHO COKPaTUTb 3aTpaTbl HA KOMMYHUKaLMKN U PabOTYy C AOKYMEHTaMM.

YNpoCcTUTb JIMLLEH3NPOBaHME U NOAO0EPXKKY: OAUH NPOAYKT U O0AHa NLLEH3NS
BMECTO MHOIMX

Pa3BepHyTb y406HOE paboyee MecTo Ha /1I06bIX YCTPOUCTBAX U NOJTYYUTH B
eJMHOM nHTepdence AOCTYMN KO BCEM HEOOXOAMMbBIM A1 paboTbl CEpBUCAM

Ob6ecneunTb npakTnieckn 100% coxpaHHOCTb MHPOpMaLmK baarogaps
BCTPOEHHOW CUCTEME OHJ1aMNH pe3epBUPOBaAHNSA/BOCCTAHOBIEHNS AaHHbIX U
BbICOKOM AocTynHocTu (HA)

CakoHoMUTb A0 50% AMCKOBOro NpoCTpaHCTBA
[ToBbICMTb 6€30MacHOCTb U CHU3UTb PUCKU Baaroaapst o6paboTke U XpaHEHUIO

NaHHbIX B Poccuu, UCnosib30BaHMIO KOPNOPaTUBHOIO MeCcCeHayKepa U
NepCcoHasIbHOro AMCKa BMECTO Ny6IMYHbIX

27



Y3HauTe 6osblue o Carbonio

KOHTAKTbI OJ14 CBA3U

/ TenerpamM KaHan

*l I
.- 3
!
T
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